Ipunoxenne Nel. Ilamsrka aas o6yuaromuxcs 06 nagopMannonnoii GesonacHocTH AeTeil

HEJIb35

1.

Beem moapsiyi coobuiate CBOKO 4YacTHYK HHpopMamio (Hacrosmme uMs, (GpaMuiuio,
TenedoH, azpec, HOMEp LIKOJBI, a Taike hoTorpaduu cBou, CBOEH CEMbH H JIpY3€ii);

2. OtkpsiBaTh BIOXKEHHbIC (DaliIbl 3IEKTPOHHON MOYTHI, KOTla HE 3Haellb OTNPAaBUTES;

3. T'pybuts, npHaHpaTHECS, OKA3BIBATE JABICHUE — BECTU CeOSl HEBEKIIUBO M arpeCCHBHO;

4. He pacnopsokalics neHeramu TBOeil ceMbH ©e3 pa3pellleHus CTapliMX — BCErza
CIIpammBai poauTenei;

5. He Bcrpewaiics ¢ VHTepHET-3HAKOMBIMM B pEATbHOM MKHM3HH - IIOCOBETYHCH CO
B3pOCIIBIM, KOTOPOMY JOBEPSIELIb.

OCTOPOXHO

1. He Bce numyt npaBay. Ynraems o ceGe Henpasxy B MHTEepHETE — c000mM 06 3TOM
CBOMM POJUTEIISIM HJIM ONEKyHaM;

2. TlpurnamaroT nepenuchBaThCs, AIPaTh, 0OMEHUBATECS — IPOBEPD, HET JIM IO/ABOXA;

3. Hesakonnoe konuposanue ¢aiinos B IHTepHETE — BOPOBCTBO;

4. Bcerna paccka3ssiBaif B3poc/bM 0 npobieMax B CeTH — OHU BCerja IIOMOTyT;

5. Wcnons3ylt HacTpoMk¥ O€30MaCHOCTH ¥ NPHUBATHOCTH, YTOOHI HE NOTEPATH CBOM
AKKayHTBI B COLICETAX U APYTHX MOpTaiax.

MOXHO

1. VYBaxa#t apyrux noms3oBarernei;

2. Tlone3yemscst UHTEPHET-UCTOUHUKOM — JI€JIail CChUIKY Ha HETO;

3. OTkpbIBaii TOJBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OO6warbes 3a MOMOINBIO B3pOCHBIM — POXUTENM, ONEKYHBI M aJIMUHHCTpALUS CAlUTOB
BCET/la IOMOTYT;
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ITpoiinu o6yuecHue Ha caiite «CeTeBHYOK» ¥ NOJNYYH IACIOPT MU POBOTO rpakAaHuHa!



Ipunosxenne Ne2. MndopmanmonHasi NnaMsTKa s 00y4al0U{HXCS sl pa3MelleHus Ha
opunuanbubix UHrepuer-pecypeax

C KaXIbIM roZI0M MOJIOJIEXKH B HHTECPHETE CTAHOBHTHCA 60]11:1116, a IIKOJIbHUKH OJHH H3
caMBIX AKTWBHBIX II0JIb30BaTe/IeH P)’He’l‘a MC)KJI}' TEM, IIOMHMO OIPOMHOI0O KOJHYECTBa

BO3MOYXHOCTEH, MHTEpHET HeceT W mpobiaemsl. JTa naMsTKa JODKHA NoMous Tebe Ge3omacHo
HAXOIMTECH B CETH.

Komnvromepnvie supycor

KoMmeioTepHBI BHPYC — 93TO  Pa3sHOBHAHOCTE  KOMIBIOTEPHBIX  IIPOTPaMM,
OTJIMYMTENILHONH OCOOEHHOCTBIO KOTOPO# sBisieTcss CHOCOOHOCTE K pasMHOXEHMIO. B
JIONOJIHEHME K 3TOMY, BHPYCHI MOTYT HOBPEIUTH WIM MOJHOCTHIO YHHYTOXKHTHL BCe (aiibl u
JTAHHBIE, MOJKOHTPOJIBHBIE MMOJIB30BATEI0, OT UMEHH KOTOpOro Obula 3amylueHa 3apa)E&HHas
MporpamMma, a TaKKe MOBPEIUTh WIH JakKe YHHYTOXKHUTH ONEPAIMOHHYIO CHCTEMY CO BCEMH
(aiinamu B nesnoM. B GosbLHCTBE CilyyaeB paclpOCTPaHIOTCS BUPYCHI Yepe3 MHTEPHET.

MeToABI 3aIUTEL OT BPEIOHOCHBIX MPOrPaMM:

1. Micnons3yit COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOINE CEPLE3HBIA YPOBEHb
3aIATHI OT BPEJOHOCHBIX IPOTPaMM;

2. TlocrosHHO ycraHaBiMBail mauru (LUQpOBEHIE 3arIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABIUBAIOTCA C LENBI0 AOPaOTKA NPOTpaMMEI) H ApyrHe OOHOBIEHHS CBOEH
onepaloHHON cuctembl. CkauuBal UX TOIBKO ¢ 0(HIMAIBLHOTO caliTa paspaboTduka
OC. Ecnu cymecTByeT pe)uM aBTOMaTHYECKOro OOHOBJICHUS, BKIIOYH €r0;

3. Paboraif Ha cBOEM KOMIBIOTEPE NOJ IPaBaMH MOJNB30BATENs, 8 HE aIMHHHCTPATOPA.
9710 He NO3BOJUT OONBIMHCTBY BPEHOHOCHBIX NPOrpaMM HHCTAIMPOBATHCS HA
TBOEM TTEPCOHAIBHOM KOMIIBIOTEpE;

4. Vicnone3yii aHTUBHPYCHbIE IPOTPAMMHBIE IIPOAYKTHI M3BECTHBIX IPOM3BOJUTENEH, C

aBTOMaTHYCCKUM OOHOBIeHMeM Oa3;

Orpanuus GU3NUECKHH JOCTYI K KOMIBIOTEPY /I MOCTOPOHHUX JIUI;

6. Vicnomnb3yit BHEIIHHE HOCHTETH HHGOPMANUK, Takue KaK ¢enka, TucK uim ¢aitn u3
MHTEPHETA, TOJBKO M3 NPOGEPEHHBIX HCTOYHHKOB;

7. He oTkpeiBaif KOMIBIOTEpHbIC (haliiibl, NOTyYCHHBIE M3 HEHAAEKHBIX MCTOYHHKOB.

JNaxe Te ¢aitnsl, KOTOphle NpHCTAN TBOM 3HAKOMBIA. Jlydmme yTOWHH y Hero,
OTIIPaBIIAN M OH Tebe ux.
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Cemu WI-FI

Wi-Fi - 370 He BUJ nepenayu JaHHBIX, HE TEXHOJIOTUS, a BCEro ML Opens, Mapka. e
B 1991 roay mmzepnanznckas KoMmmanus saperucrpuposaita 6pesn « WECA», gyro o6o3nagano
cnosocoyeranue « Wireless Fidelity», KoTopsiit mepeBoauTes Kak «0eCIpOBOAHAS TOYHOCTEY.

Jo namero BpemeHM aomuia apyras abOpeBuarypa, KOTOpas ABISETCA TaKoOH ke
TexHosorKeH. J10 abbpesuarypa «Wi-Fi». Takoe Haspanne GbUIO JaHO C HAMEKOM Ha CTAHAAPT
BhICIIMH 3ByKoBOK TexHukyu Hi-Fi, 9To B epeBozie 03HayaeT «BHICOKAA TOYHOCTHY.

Ha, GecnnaTablii HHTEPHET-IOCTYII B Kade, OTeNsIX W adpOropTax SABIAETCS OTIHYHON

BO3MOXCHOCTBIO BBIX0O/1a B MHTepHET. Ho MHOrHe skcneprsl CynTaroT, 4to obuenoctynssie Wi-
Fi cetn He ABISIOTCS 0€30NACHEIMM,

Cosetsl no Gesonacuoctr padote B 00menocTynHEIX cetsx Wi-fi:



He mepenasait cBowo nuynyr uHpOpManmio depe3 obmemoctynHele Wi-Fi cetn.
PaGotas B HHX, JKeJaTeJbHO HE BBOAMTH MAPOIM AOCTYNA, JOTMHBI M KaKHe-TO
HOMeEpa;

Ucnons3yit ¥ 0OHOBIISYN aHTUBUPYCHBIC POrpaMMbl B OpanaMayep. TeM caMbIM THI
obe3onacuib ce0s OT 3aKa4KH BUpYca Ha TBOE YCTPOHCTBO;

[lpu wucnons3oBanuu Wi-Fi otkmoun ¢ysxumio «O6muit goctyn x Qainam u
npuHTEpamM». JlaHHas (yHKIMS 3aKpeITa [0 YMOJYAHWIO, OJAHAKO HEKOTOpBIE
TI0IB30BATEI AKTHBUPYIOT €& Ui yoOCTBa HCIIONB30BaHMs B paboTe MK y4ebe;

He ucnonssyit nyOnwunsii WI-FI mng nepenaun JW4YHBIX AaHHBIX, HANPAMED VI
BBIXO/IAa B COLIHAIGHBIE CETH HJIH B DJIEKTPOHHYIO IIOYTY;

Unons3y#k Tonbko 3ammmensoe coenunenue yepes HTTPS, a ve HTTP, 1.e. npu
nabope Beb-azpeca BBOAH uMeHHO «https://»;

B wmobumsHOM Tenedpone orkmounm ¢Qyekmuio «Ilogkmodenme Kk - Wi-Fi

aBTOMaTHYecKu». He nonyckai aBTOMaTHYECKOro NOAKIIOYEHHS yCTPORCTBA K CETIM
Wi-Fi 6e3 tBOero coryacusi.

&
Coyuanvnvie cemu

CoupanpHble CeTH aKTHBHO BXOAAT B HAUly )KW3Hb, MHOTHE JIOAM PabOTAIOT M JKUBYT
TaM IOCTOAHHO, a B Facebook ye 3apermcrpupoBan MUIUTHAP/ 4€JIOBEK, YTO ABJSCTCA OIHOM
cembMOl Beex JKHTenel IuiaHeThl. MHOTrHe MONb30BaTelld HE IOHWMAIOT, 4To MHOpManws,

pa3MeEIIeHHas UMH B COLIMATIBHBIX CETAX, MOXET OBITh Hal/IeHa ¥ HUCII0JB30BaHa KEM YTOJHO, B
TOM YHCIIEe HE 0053aTeBHO ¢ OJlariMu HaMePEeHUAMM.

OCHOBHEIE COBETEI IT0 O€30IaCHOCTH B COUANBHBIX CETIX:

1.

2,

Orpanpdp cnucoK apyseidt. Y 1e0s B JApy3psX HE MODKHO OBITh CIydYaMHBIX H
HE3HaKOMBIX JIIOZEH;

3amuinai CBOX YacTHYIO XXH3Hb. He yka3pBail maponu, tenedoHsI, agpeca, Hary
TBOErO POXAEHHS M APYIYIO JHYHYI0 HHGOpPMaIio. 3IO0YMBIIUIEHHHMKH MOTYT
HCIIONIB30BATh NaXke HHOOPMAUMIO O TOM, KaK Thl M TBOH POIUTENH ILIAHHPYETE
IIPOBECTH KAHUKYJIBI;

Samuinaii CBOIO PEIyTalMIO - ACPXKH €€ B YHCTOTE H 3a7aBail cebe Bompoc: xoren 65
TBI, YTOOBI JPYIrue MONB3OBATENH BUAECHH, 4TO THI 3arpyxaems? [lomymait, mpexze
YEM YTO-TO OITyOIMKOBATH, HANMMCATH M 3arPY3HTh; '

Ecnu THI TOBOPUIIG C JIOJBMH, KOTOPEIX HE 3HAellb, HE MCIOJIb3YH CBOE peanbHOE
MMA ¥ IPYTYIO JIMYHYIO MH(DOPMALMK: MMs, MECTO KMTEIbCTBA, MECTO y4eObl U
npodee;

Wsberait pazmemenus ororpaduit 8 HTepHeTe, rae Th #300paXkeH Ha MECTHOCTH,
110 KOTOPOH MOXKHO OIPEAETHTh TBOE MECTOIIOTIOKEHHAE;

Ipu perucTpanus B CONUANBEHONR ceTH HEOOXOMMMO HCIIOIB30BATh CIIOMKHEIE IIAPOJIH,
cocrosiue u3 OykB ¥ U ¥ ¢ KOIAIECTBOM 3HAKOB He MeHee §;

Jist couManbHON CETH, MOYTHI M APYTHX CAUTOB HEOOXOMMMO MCIONIBE30BATE PasHbIe

apoiu. Torpa ecin Teds B3JIOMAIOT, TO 3JIOYMBINUIEHHHUKHY IIOJIyYaT AOCTYIl TOJIBLKO
K OOHOMY MECTY, a HC BO BCEC Cpa3zy.

InexmpoHHvle Oenvau

ONEKTPOHHbIE IEHBIH —— JTO OYeHb YAOOHBIA Crocob miaTexeli, OHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT HOIYYUTh ITH JCHBTH.

BHCKTPOHHHC JAC€HBI'H TIOSBHJIACH COBCEM HEIABHO M HMEHHO H3-3a 3TOI0 BO MHOTHX
roCyapCTBax 0 CHX IOP HE MPONUCAHO PO HUX B 3aKOHAX.



B Poccum e OHH (QYHKUMOHMPYIOT B O HHUX Y)K€ NPONUCAHO B 3aKOHE, e HX
pasie/sfiOT Ha HECKOJBKO BHIOB — AHOHHMHBIE M He aHOHHMHbIe. PasHuuma B TOM, 4TO
AHOHMMHBIE - 3TO Te, B KOTOPHIX pa3periaercs NPOBOAMTH onepanuu Oe3 uueHTHHKAIWH
I10J1b30BATEIIA, @ B HEAHOHHMHBIX HIEHTHQHKAIMY 110JI630BaTEIS SBIAETCA 0043aTENEHOM,

Taxxe cieayeT pasnuyarh 3JIEKTpPOHHblEe (PHATHBIC ACHBIH (PaBHBI IOCYIapCTBEHHBIM
BANIOTaM) ¥ JJIEKTPOHHbIE He(pHUATHEIE ACHLIH (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHEIE COBETHI 110 Ge30macHoH paboTe ¢ 3IEKTPOHHBIMH [ICHEIAMH

1. TlpuBsokm K cyery MOOHIBHEIA TenedoH. DT0 caMblif yIOOHBIH M OBICTPEIH c1ocod
BOCCTAHOBHMTDH JOCTYN K cdery. [lpuBssaHHbif TenedoH momoxer, ecnd 3alynemus
CBO¥M IIaTeXHBIN NapoJIb WIH 3ali/IEIIb Ha CaliT C HE3HAKOMOI'0 YCTPOHCTBA,

2. Hcnons3y# oxHOpa3oBele napond. Ilocne mepexona Ha YCHJICHHYIO aBTOPH3ALHUIO
tebe yxe He OyzeT yrpokaTh OIIaCHOCTh KPaXky MJIM IIEpEXBaTa IJIaTeXKHOTO T1apoJis;

3. BrifGepu cnoxubii napons. [IpectynHukxam OyaeT He NPOCTO YrajaTh CIIOMKHBIA
napons. Hazexsple napoiau — 3T0 apoiy, KOTOPEIE COEPIKaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B ce0s CTPOYHBIC M NPONUCHBIC OYKBEHI, HU(PH U HECKOIHKO CUMBOJIOB,
TaKMe Kak 3HaK JioJu1apa, hyHTa, BOCKIMIATeIbHbIH 3HaK 1 T.11. Hanpumep, $tR0ng!;;

4. He BBOIM CBOM JUYHBIC JaHHBIE HA calfTaX, KOTOPBIM HE JOBEPSEIIb.

Onekmponnas nouma

ONeKTPOHHAS IOYTA — 3TO TEXHOJIOIHSA H IPEIOCTABISEMEIE €10 YCIYId 0 NEPECHUIKE U
HOJNYYEHHUIO BNEKTPOHHBIX COOOIIEHHi, KOTOpHIE PACHpPEAENAIOTCH B KOMIIBIOTEPHOH CETH.
OOGB/HO ~ 3MEKTPOHHBI  TOYTOBBIA  SMMK  BBIVIAAAT  CHEAYIOIMM  OOpasom:

UMS_TIOJIB30BaTeIA(@UMS_JioMeHa. Takyke KpoMe TIepegadd IIPOCTOIO TEKCTa, HMEeTCs
BO3MOXKHOCTE IlepeiaBaTh Gaiirsl.

OcHoBHBIE COBETH 10 Oe30nacHoi paboTe ¢ INEKTPOHHON OYTOH:

1. Hazno BrOpaTh npaBUiIbHEI OYTOBBIM cepBUC. B MHTEpHETE €CTh OIPOMHBIN BBIOOD
fecrulaTHBIX ITOYTOBBIX CEPBHCOB, OZHAKO Nydile JOBEPSTH T€M, KOr0 3Hacllb ¥ KTO
IIEPBBIH B pEUTHHTE;

2. He yxassBaif B TMYHOH moyTe JuuHy0 wHGOpMauuio. Hampumep, nydme BHIOpaTh
«MY3bIKaIbHBIH_(panat@» umma «pok2013» BmecTo «remal3»;

3. Hcnonb3yd ABYX3TAUHYIO aBTOPH3ANMIO. ITO KOr/Aa MOMHMO NAPOJs HYKHO BBOIAUTE
KOJI, IpUChUIaeMbIi o SMS;

4. BpiGepu cHOXKHBIH mapomb. Jig KaXIOro MOYTOBOrO sUIWKa NO/DKEH OBITH CBOK
HaJEXXHBIM, yCTONYUBEIH K B3JIOMY IIapOJib;

5. Ecii ecTh BO3MOXKHOCTH HAIMCATH CAMOMY CBOM NWYHEIM BOIPOC, HCTIONB3YH 3TY
BO3MOXXHOCTb;

6. Vicnons3y#t HECKONBKO HOYTOBBIX SINMKOB. [lepBEIM I YACTHOW NEPENHCKH ©
ajJpecaTaMy, KOTOPbIM Thl JIOBepsellb. OTO D3JIEKTPOHHBIM ajpec HE HaIo

MCII0/Ib30BATH IIPH PErUCTpaluy Ha GopyMax u cairax;

He orxpbiBaii (aiiipl ¥ Apyrue BIOXKEHMs B INHCbMaX AQXKE €CIH OHH MPHILIA OT

TBOUX py3eid. Jydine yTouRH y HUX, OTTIPABIISUIM K OHU Tebe 3TH dainmr;

Iocne oxonvanus paGoTel Ha MOYTOBOM CEPBHCE NEpel 3aKPHITHEM BKJIAAKH C
caiToM He 3a0yap HaXaTh Ha «BLIATHY.



KubepbOynnunz unu supmyanbnoe u30esamenbCcmeo

KubepOynnuer -— mnpeciefoBaHue COOOIMEHHSAMH, COACPXAIIUMH OCKOpOIeHus,

arpecCuIo, 3allyrHBaHue; XyJIUIaHCTBO; CONUANbHOE DOMKOTHPOBAHHE C MOMOIIBIO PA3NIMYHBIX
HHTEPHET-CEPBUCOB,

OcHoBHEBIE cOBETHI 110 O0pKOe ¢ kubepOyuTHHroM:
1. He 6pocaifcs B Goit. Jlyqwmii ciocod: MOCOBETOBATECA Kak CeOs BECTH H, €CIIH HET
TOro, K KOMY MOXHO 0OpaTHThCs, TO BHaYaje YCIOKOHThCA. Eciu Th Haynems

oTBe4arh OCKOpPOJIEHHSAMHM Ha OCKOpOJEHMs, TO TOJBKO €me Ooblle Pa3soKellb
KOHGIHMKT;

2. VYupasisii cBoei kubeppenyranuei;

3. AHOHHMMHOCTh B ceTH MHEHMas. CymecTBylOT cnmocoObl BBIICHHTB, KTO CTOHT 3a
AHOHMMHBIM aKKAyHTOM;

4. He crout BecTH XyauraHckuii o0pa3 BUpTyanbHOH )u3Hu. UHTEpHET QHuKCHpyeT Bce
TBOM JCUCTBUS M COXpAHAET UX. Y JaIUTh UX Oyaer KpaliHe 3aTpyAHATEIBHO;

Cobmroniait cBO¥ BUPTYaJbHYIO YECTh CMOJIONY;

WUrnopupydt emuuHayHbd HeratuB. OnHopa3oBble OCKOpOUTENBHBIE COOOINEHUS

Jydire ¥rHopupoBaTh. OOBIMHO arpeccus Mpekpamaercs Ha Ha4aabHOH CTaauH;

7. bau arpeccopa. B nporpamMmax o6MeHa MTHOBEHHBIMH COOOUIEHUAMH, B COITHANBHBIX
CeTAX €CTh BO3MOXKHOCTH OIOKMPOBKM OTIPABKHM COOOIIEHWH C ONpefeNeHHBIX
a/pecoB;

8. Ecmu Tb1 cBupmerens kuOepOymnuura. TBOH [OEHCTBHSA: BBICTYNHTH IPOTHB
npecnenoBarens, IO0Kd3aTh €My, YTO €ro AeHCTBHS OLEHWBAIOTCS HETaTHBHO,

IIOAZIEPIKATE XKEPTBY, KOTOpOi:I HY>XHa TICHXOJIOTHYECKas IOMOIIb, COoO00IUTHL
B3pOCIIBIM O q)am*e arpeCCUBHOTIO IIOBCACHUSA B CETH.
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Mobunvrwiii menegpon

CoBpemenHBIe CcMapT)OHBI ¥ IUIAHINETHl coaepxkaT B ceGe BOOJIHE B3POCIBIH
Gysxnuonan, ¥ Temepb OHM MOTYT KOHKYPHPOBAaTh CO CTAIIHOHAPHBIMM KOMIIBIOTEPaMH.
OzBako, CPEeACTB 3aIIUTHI VIS MOZOOHBIX YCTPOMCTB IOKa OYeHb Mao. TeCTHPOBaHHE M MOMCK

YA3BEMOCTE# B HMX NMPOMCXOJWT HE TaK MHTEHCHBHO, kak it IIK, To ke camoe xacaercs m
MOOMJIBHBIX IIPHJIOIKEHMI.

COBpCMCHHBIe MOOWIBHBIE 6pay3epm YK€ NPaKTHYCCKH HOrHallyd HAaCTOJNBHBIC aHAaJIOry,

OITHAKO pacImupeHHe (QYHKIHOHANA BiiedeT 3a c000H OONBUIYIO CIOXHOCTE H MEHBINYIO
3aIUIEHHOCTS.

Z[anexo HE BCE€ IIPOH3BOJAUTEIIN BBITYCKAXOT OGHOBJICHPIH, 3aKPEIBAOINHE KPUTHYCCKUEC
YA3BHUMOCTH AJ1s1 CBOUX YCTPOI:ICTB.

OcHoBHBIE COBETHI 1151 0€30MaCHOCTH MOOHJILHOTO Tened)ona:

1. Hwmuero me siBisercs mo-HactosiueMy OecniaTHbM. Byap octopoxeH, Beap Korzaa
Tebe mpennaraioT OGecIIaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHME-TO
IUTATHBIE YCIIYTH;

2. [ymaii, npexae 9eM otnpasuth SMS, doto mm Bugeo. Thl TOYHO 3HACWIB, TIE OHK
OyAyT B KOHEYHOM HTOTE?

Heo6xonumo 0GHOBIIATE ONIEPALIHOHHYIO CHCTEMY TBOETO cMapTdoHa;
Vcrions3y# aHTHBUPYCHBIE HPOIPAMMBI 171l MOOHIIBHBIX TeNe(OHOB;
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5. He 3arpyaii IpHIOXKeHHs OT HEH3BECTHOTO MCTOYHHKA, BE/Ib OHH MOTYT COAEpKaTh
BPEIOHOCHOE NIPOrpaMMHoOe obecredeHue;

6. Ilocie Toro Kax Tl BHIAJENIL ¢ caiTa, rje BBOAWI JHYHYIO HHGOpMAIHIO, 3alili B
HacTpoiiku Gpaysepa u yramu cookies;

7. Tlepuomudecku npoBepsit Kakue IUIAaTHBIC YCIyTH aKTHBUPOBAHEI HA TBOEM HOMEDE;

8. Jlamaii cBo#f HOMep MOOHMIBLHOTO TenedoHa TOJBKO JIFOAAM, KOTOPHIX ThHI 3HAElb M
KOMY JOBEpSEIlb;

9. Bluetooth gomkeH ObITh BBIKJIFOYEH, KOrAa THl UM He moib3yemscs. He 3abpiBai
MHOT/Ia IPOBEPSITH ITO.

Online uepovi

CoBpeMeHHbIE OHJIAMH-MIPHI — OTO KpacO4YHBIE, 3aXBATHIBAIOIIME pa3BJICYCHHUS,
00BEIMHAIOIIME COTHH THICAY YeNOBEK IO BCeMy MHpY. VIrpoku MCCIEXyIOT JaHHBIA UM MHD,
00AaKTes JPYT C JPYroM, BBIOJHSIOT 3aaHus, CPaXKAFOTCsl ¢ MOHCTPAMM H IOJNYYarOT OIIBIT.

3a yI0BONBCTBME OHM IUIATST: [OKYNAIOT JHMCK, OIUIAYMBAIOT aOOHEMEHT MM NpHOOpeTaroT
KaKHe-TO OILIHH.

Bce oTH cpexcTBa MAYT Ha IOANEpKAHHE M pPa3sBHUTHE HIPH, a TaKXKe Ha camy
0e30ImacHOCTh: COBEPLICHCTBYIOTCS CHCTEMBl aBTOPH3allMH, BBIIYCKAIOTCS HOBBEIE IIATYH
(ubpoBbIe 3arUIaTKU IS IPOrPaMM), 3aKpHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomoOHBIX Urpax CTOHMT OmacaTbCsi HE CTOJIBKO CBOMX COIICPHMKOB, CKOJIBKO KpPaXXh
TBOEr0 IapoJig, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3alUHA OonbIIMHCTBA HIp.

OcHOBHBIE COBETHI 10 6€30MaCHOCTH TBOETO HIPOBOTO aKKayHTa:

1. Ecam npyroi urpok BezeT ceds IIoXo WiH co3aeT Tebe HENMpHATHOCTH, 3a0I0KUpYi
€ro B CITHCKE UI'POKOB;

IMoxanylics anMuUHHCTpaTOpaM MIphl Ha IUIOXO€ TMIOBEACHHE OJTOrO HIPOKa,

JKEJIaTeIbHO NPHIIOKUTh KaKHe-TO 0Ka3aTelbCTBa B BUIE CKPHHOB;

He ykaspiBait tuanyro uHbOpManuio B npodaiiie urpsl,

VYBaxail IpyruxX y4acTHHKOB IIO UIDE;

He ycranasnuBail HeopuuuanbHble NaTYl H MOJEBI,

Hcnons3yii cnoKHbIe B pasHbIE TIAPOIIH;

Jlaxxe BO BpeMsi MIphl HE CTOMT OTK/IIOYaTh aHTHBHpYC. [Toka THI Wrpaems, TBOH
KOMITBIOTEP MOTYT 3apa3UTh.
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SO0y o 2

Duwiunz Wiu Kpasca 1UYHbLX OAHHbBIX

OO6bryHOM Kpaxel HeHer M JOKYMEHTOB CErOJHS yXe€ HHKOrO He YIMBHINb, HO C

PasBUTHEM PIHTCpHeT-TCXHOJIOI‘PIﬁ 3JIOYMBINUICHHUKH TIEPpEMECTHIIMCE B HUHTEPHET, U
MPOJOIDKAIOT 3aHUMATHCS «IIIOOMMBIMY) JACIOM.

Tak nosiBunace HoBas yrposa: HHTCPHET-MOIICHHHYECTBA HIIH d)PIIIlI/IHI‘, TJIaBHas1 L€JIb
KOTOpPOro COCTOMT B IIOJYYEHUH KOH(l)HIICHI.IPIa.HBHHX JaHHBIX I0JIb30BaTENIEH — JIOTHHOB U

napornei. Ha anrmuiickom sssike phishing ynraercs xak dummnr (ot fishing — priuas noss,
password — mapous).

OcHoBHBIE COBETHI 110 GOpLOE ¢ PUIHHTOM:

1. Cnemu 3a cBomM axkayHToM. ECnu Tel TMOXO3pEBaemib, YTO TBOS AHKETa ObuUIA

B3JIOMaHa, TO HEOOXOAMMO 3a6JOKMpOBaTh €€ M COOOLMTH aJMHHHCTPATOpaM
pecypca 06 3TOM Kak MOXKHO CKOpee;



2. Wcnone3yit OezomacHple BeO-caliTel, B TOM 4YHCHE, HWHTEPHET-MarasHHOB H
IIOUCKOBBIX CHCTEM;

3. Hcmoms3yit ciioxHble U pasHble Mapond. TakuM oOpa3zoM, ecinu Tebs B3IOMAIOT, TO
37I0yMBIIUIEHHAKH [I0JIy4YaT JOCTYI TOJIBKO K OXHOMY TBOEMY MPO(MIIO B CETH, a HE
KO BCEM;

4. Ecou 1eOs B3jOM@IM, TO HEOOXOOMMO IpPEeAyNpPEeNdTh BCEX CBOMX 3HAKOMBIX,
KoTopble 100aBieHsl y Tebs B Apy3bsiX, O TOM, 4TO Tebs B3JOMaln H, BO3MOXHO, OT
TBOEI0 UMEHU OYET pacChUIATHCS CllaM ¥ CChUIKM Ha (DHIIMHIOBBIE CAHTBI,

5. VYcranosu HazaexHbi napons (PIN) Ha MoOHIbHBIH Tenedon;
6. OTtxioun coxpaHeHHe naposs B 6paysepe;
7. He orxpbiBait Gaiinbl ¥ Apyrde BIOKEHWS B NHCHMaX JaXe €CIM OHW NPHUIUH OT
TBOHX Jpy3e#. Jlydie yTOYHH y HAX, OTIPABJISAIHA JIH OHH Tebe 3TH (aiiibl.
Lugpposas penymayus

[{udposas pernyrauus - 3TO HEraTHBHAA WA NO3UTUBHAS MHGOpPMANHUS B ceTH O Telbe.
Kommpomerupyromass uHGoOpManus pa3MeElIeHHAas B HHTEPHETE MOXET CEphe3HBIM 00pa3zoM

OTpa3suThCSA Ha TBOeW peanbHOU xu3HH. «[{udpoBas penyrauus» - 3T0 TBOH UMUK, KOTOPBIA
dbopmupyetcsi u3 HHOpMaIH 0 TeOe B MHTEPHETE.

TBoe MecTo XUTEeNbCTBa, yueObl, TBOS GHHAHCOBOE NONOXKEHHUE, OCOOEHHOCTH Xapakrepa
U paccKkasbl 0 DIM3KMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHOrue noJpoCTKH JIETKOMBICIEHHO OTHOCATCS K IyOnuKanum JuuHOM MHpOpMamyu B
WHTepHeTe, HE MOHKUMAs BOZMOXHBIX IMOCIeACTBUH. ThI ake HE CMOXKEIIb JOrajaThCs O TOM,
410 ororpadus, pasmenieHHas 5 1eT Ha3aj, cTaja NIPUIMHON OTKa3a NPUHATH TeOs Ha paloTy.

KommenTapun, pasmemiende TBouX Qotorpadmifi u apyrue JAeHCTBHS MOIYT He
MCYE3HYTh IAXE€ IIOCNEe TOro, Kak Thl WX YAaiWiob. TBl HE 3HACHIb, KTO COXPAHMI OTY
HH(pOpMaNHIO, MOIIaJIa JIH OHA B IIOMCKOBBIE CHCTEMBl H COXPAaHMJIACh JIH OH4, a IJIaBHOE: YTO
NOAyMaloT 0 Te0e OKpyKaromiee JIOAX, KOTOphe HaWnyT ¥ yBuaaT 310. Halitu urdopmanuio
MHOTO JIET CI[yCTS CMOXeT JIIOOOH — Kak M3 JOOphIX MOOYXIEHHH, Tak M C HaMEpEHHEM
NIPUYHHHATE Bped. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alIATE HA(POBOI penmyTalHu:

1. Tlomymaif, pexae yeMm 4YTo-TO MyONUKOBaTh M Nepenasars y ce0s B Grore unu B
COLMAJILHOM CETH;

2. B nactpoiixax npoduis ycTaHOBH OTpaHHYCHHS Ha IIPOCMOTP TBOETo MPOGHIIst U ero
COIEPXKMMOTr0, CAeNai ero TOJbKO U Apy3eh»;

3. He pasmemaii n He yKa3bBai HH()OpMALHIO, KOTOPask MOXET KOro-i1ubo ockopbisaTh
WK 00MKaTh.

Aemopckoe npago

CoBpeMeHHBIE IIKOJHHUKH— AaKTHBHBIE I10JIb30BAaTENH LHU(PPOBOr0 IPOCTPAHCTBA.
O/Haxo janeko He BCe 3HAIOT, YTO MOIB30BAaHHE MHOTHMH BO3MOXHOCTSAMHA LK(POBOro Mupa
TpebyeT coOMOoIeH s IPaB Ha HHTEIUIEKTYaIbHYIO COOCTBEHHOCT.

Tepmun «HHTE/IEKTyanbHas COOGCTBEHHOCT» OTHOCHTCS K pasiddHBIM TBOPEHHAM
9eJIOBEYECKOro yma, Ha9MHas C HOBBIX M300peTeHHH U 3HAKOB, 0603HAYAIOIIMX COOCTBEHHOCTH

Ha TpPOAYKTHI M YCIYyTH , ¥ 3aKaH4YWBas KHuramu, GoTorpadmsamyu, KuHODWIBMAMH W
MY3BIKJIbHBIMH TIPOM3BEICHUSIMH.



ABTOpCKHE IIpaBa — 3TO IpaBa Ha WHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHHUS
HayKH, JJATEPaTyphbl H HCKyCCTBAa. ABTOPCKHE IIpaBa BBICTYIIAIOT B KAYECTBE FapaHTHH TOrO, YTO
MHTEJUICKTYIbHEIA/TBOPUSCKHM TPYA aBTOpa He OyAeT HANpPAcHBIM, NACT €My CIPaBeIMBEIC
BO3MOXHOCTH 3apa00oTaTh Ha pe3yJbTarax CBOETO TPyZa, MOTYyYHTh M3BECTHOCTH H IPHU3HAHUE.
Huxkro 6e3 paspelueHus aBropa He MOXET BOCIIPOM3BOAUTE €0 IIPOU3BEACHUE, PaCIPOCTPAHATS,
IMyONMYHO JIEMOHCTPHPOBATh, MpOJAaBaTh, HMIIOPTUPOBATh, IYCKAaTh B IIPOKAT, ITyOIHYHO
MICTIOJTHSATB, TIOKa3BIBATL/MCTIONHATE B d¢upe win pasmemars B UuTepuere.

Hcnonp30BaHHE (IIHPATCKOrO» IIPOrPaMMHOI0 00€CcTiedeH sl MOXKET IIPUBECTH K MHOTHM
pHCKaM: OT IMOTEPH JAaHHBIX K TBOMM AaKKayHTam OO OIOKHPOBKH TBOEr0 YCTpOHCTBA, IIE
YCTaHOBJICHHBIM He JeranbHas nporpamma. He crout Taxke 3a0bIBaTh, YTO CYINECTBYET
neranbHbie ¥ OecruiaTHbIe TPOrPaMMbl, KOTOPBIE MOXKHO HaHTH B CETH.

O nopmane

CereBHYOK.p — TBOM TIVIaBHBIH COBETYMK B CETH. 34€Ch Thl MOXEIb Y3HAaTh O
©€301acHOCTH B CETH NOHSATHBIM M JOCTYIIHBIM S3BIKOM, @ IIPA BO3HHKHOBEHHH KPHTHYECKOH
CHTYaIlMd OOpaTHTBCS 3a COBETOM. A TAaKKe NMPHHATH YY4ACTHE B KOHKYPCAX W CTATh CAMBIM
1M POBBIM Ipask JaHHHOM !



